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Abstract

The described system is a tool for the analysis of NetFlow streams at ITEP. There are two interfaces of access to the system - console and WEB interfaces. By means of the interfaces it is possible to view varied slices of the statistics on ITEP network. The WEB interface is intended for a wide usage. The console interface is intended for the administrative usage only. The system helps to react promptly to inadequacy of functioning of the ITEP network. The monitoring system is used at ITEP during the 2005 year.

Introduction

Presence of several thousand active network clients scattered on several buildings on enough big territory distributed in more group of ten of the networks of the class С, requires unceasing and skilled analysis of the network situation. This necessary for operative prevention of external and internal network attacks, showing up infected network clients, blocking the unauthorized access from the outside, determination use unauthorized applied software package inside. All this exposes the new requirements to visualizations of results network flow with the following with analysis on networks, on the addresses, on ports, on services, on volume flow. 

Purposes and tasks

1. Creating the system of acceptance, collection, sorting, keeping and viewing of the NetFlow flows results.

2. Creation and service of the database for keeping with in year of results of the NetFlow flows.

3. Creation of the interfaces (console and WEB) for possibility of viewing the statistics, collecting it

· on date;

· on networks;

· on direction of the flow;

· on network addresses;

· on network ports;

· on program services;

· on special conditions, using the patterns of sample of the information;

· on amount and quality flows.

Scheme of the work

The system of the analysis and monitoring NetFlow is deploying at a dedicated server and does not touch functioning of the most network equipment. UDP protocol data from router enter the server and are stored in the database. The type of entering data is similar to data received on command console on router -
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Where

ScrIf, DstIf  - the source and destination interface;

SrcIPaddress, DstIPadress – the source and destination IP addresses;

Pr – the protocol type of the packet;

SrcP, DstP – the length of the source and destination packets;

Pkts – the number of the source and destination packets.

A service permanently working at the server is in a base of monitoring. This service accepts NetFlow data on UDP protocol, filters them on given by manager rule, sorts, collects on groups. As a result it is formed database, where hour-to-hour statistics of the network is grouped to flows for year.
Viewing and the analysis of the result statistics are realized by means of console and WEB interfaces.


The Interfaces allow to examine and analyze the current utilized capacity of a router, form (the console interface) the rules of the collection, grouping, filtering NetFlow flow, receive the necessary information from database.
Opportunities

The created system allows

1. to use the system of the acceptance, collection, sorting, keeping and viewing results NetFlow flow;

2. to assign the rules of the acceptance, filtering, grouping of the information;

3. to work with database for sample of necessary information;

4. to examine and analyze the statistics, grouping its

· on date;

· on networks;

· on direction of the flow;

· on network addresses;

· on network ports;

· on program services;

· on special criteria, using patterns of the sample to information;

· on volume and quality of streams.

Conclusions

The powerful toolkit for the analysis and monitoring network flows is as a result received

· to abandon console use pf a router for checking for network flows;

· the most optimum to distribute the network address pools;

· operatively to respond to external attacks and take organizing measures upon their prevention;

· operatively to localize and temporarily block a work of infected network client;

· operatively to localize and temporarily block a work of network client, using unauthorized programmer product;

· to help the local network resource manager in quest of local or external attacks;

· to relieve searching for the network faults;

· quickly to find understanding with provider at decision of the network problems.

Examples
See http://mctest.itep.ru/MONITOR/For_Otladka/NEW/NetFlow.html
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