Healthgrid: From Concept to Road Map

Tony Solomonides (for the Healthgrid
 collaboration)

Centre for Complex Cooperative Systems

CEMS Faculty / UWE, Bristol / Coldharbour Lane / Bristol BS16-1QY / UK

Abstract

This paper presents a new perspective on the healthgrid initiative in Europe; it reviews work carried out in various European healthgrid projects and reports on joint work with numerous European collaborators. Since the European Commission’s Information Society Technologies programme funded the first grid-based health and medical projects, the Healthgrid movement has flourished in Europe. Many projects have now been completed with impressive results. Equally importantly, the organization ‘Healthgrid’, which brings together members of this community, has consulted a number of experts to compile and publish a ‘White Paper’ which establishes the foundations, potential scope and prospects of an approach to health informatics based on a grid infrastructure. The White Paper demonstrates the ways in which the healthgrid approach supports many modern trends in medicine and healthcare, such as evidence-based practice, integration across levels, from molecules and cells, through tissues and organs to the whole person and community, and the promise of individualized medicine and personalized health care. A second generation of projects have now been funded, and the EC has commissioned a study to define a research roadmap for a ‘healthgrid for Europe’, seen as the preferred infrastructure for medical and health care projects in the European Research Area.
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Introduction

In the summer of 2003, thousands of elderly people across Europe died because of unusually prolonged, severely hot weather [1]. For at least two weeks, the overall increase in mortality rate in hospitals and healthcare centres remained unnoticed. Analysis now reveals not only that this could have been recognized more quickly, but that it is likely to be repeated in the future because of three principal reasons: population trends, air pollution and global warming. A better means to handle this kind of invisible emergency requires a strategy and a service to monitor constantly, across a wide geographical area, the number of casualties in each region.

Using traditional telemedicine tools, such a monitoring service would require an operator in each healthcare centre to submit the information to a repository and a second operator to validate the information provided. In case of emergency, for instance if the monitoring service identifies an abnormal increase in the mortality rate, experts have to be called to analyse the data. If they require additional information they need to ask for it from the operators from each region, and this in turn may introduce further delays as well as extra work on health professionals who are already overworked. 

With the deployment of grid technology, such a monitoring service would require much less human intervention and less manpower. Indeed, grid technology already allows users secure access to data stored on distant grid nodes. Instead of having one operator in each centre in charge of transmitting information daily to a central repository, the information on the number of casualties is stored locally on a database which is accessible by the central coordinating organisation. In case of emergency, the experts can access deeper into the regional databases to enquire about particular cases. The picture is completely different: patient medical files remain local and the central monitoring service picks up only what is needed for its task.

This is hardly a millennial vision: grid technology has been identified as one of the key technologies to enable the ‘European Research Area’. The impact of this concept is expected to reach far beyond eScience, to eBusiness, eGovernment, and eHealth. However, a major challenge is to take the technology out of the laboratory to the citizen. A healthgrid is an environment where data of medical interest can be stored and made easily available to different actors in the healthcare system, physicians, allied professions, healthcare centres, administrators and, of course, citizens. But, such an environment has to offer all guarantees in terms of data protection, respect for ethics and observance of regulations; it has to support the notion of ‘duty of care’ and may have to deal with ‘freedom of information issues’. Working across member states, it may have to support negotiation and policy bridging.

Early grid projects, while encompassing potential applications to the life sciences, did not address the specificities of an e-infrastructure for health, such as the deployment of grid nodes in clinical centres and in healthcare administrations, the connection of individual physicians to the grid and the strict regulations ruling the access to personal data. However, a community of researchers did emerge with an awareness of these issues and an interest in tackling them.

The Healthgrid Initiative

Pioneering projects in the application of grid technologies to the health area have recently been completed, and the technology to address high level requirements in a grid environment has been under development and making good progress. Because these projects had a finite lifetime and the healthgrid vision required a sustained effort over a much longer period, and besides because there was an obvious need for these projects to cross-fertilise, the ‘healthgrid initiative’, represented by the Healthgrid association (http://www.healthgrid.org), was initiated to bring the necessary long-term continuity. Its goal is to encourage and support collaboration between autonomous projects in such a way as to ensure that requirements really are met and that the wheel, so to speak, is not re-invented repeatedly at the expense of other necessary work.

Writing about the healthgrid initiative very soon after its inception, this community identified a number of objectives [2]:

· Identification of potential business models for medical grid applications.

· Feedback to the grid development community on the requirements of the pilot applications deployed by the European projects.

· Development of a systematic picture of the broad and specific requirements of physicians and other health workers when interacting with grid applications.

· Dialogue with clinicians and those involved in medical research and grid development to determine potential pilots.

· Interaction with clinicians and researchers to gain feedback from the pilots.

· Interaction with all relevant parties concerning legal and ethical issues identified by the pilots.

· Dissemination to the wider biomedical community on the outcome of the pilots.

· Interaction and exchange of results with similar groups worldwide.

· The formulation and specification of potential new applications in conjunction with the end user communities.

The example used to introduce this paper illustrates the potential impact of grid technology for health. To deploy a monitoring service as described above, patients’ medical data would have to be stored in a local database in each healthcare centre. These databases would have to be federated and would essentially share the same logical model. Secure access to data would have to be granted to authorised individuals or services, which would therefore need to be authenticated: only views of local data would be available to external services and patient data would have to be anonymised, at least some of the time, but with the potential for re-identification.

Given the source of the concept of grid in the physical sciences, many of these requirements were not a central concern to grid developers in general. Indeed, even today, when these requirements have been fed through to the middleware services community, they are not a priority for the developers. Thus Healthgrid has been actively involved in the definition of requirements relevant to the development and deployment of grids for health and was among the first to identify the need for a specialist middleware layer, between the generic grid infrastructure and middleware and the medical or health applications.

Among data related requirements, the need for suitable access to biological and medical image data arose in several early projects, but for the most part these are present in other fields of application also.  Looking to security requirements, most of these are special to the medical field: anonymous or private login to public and private databases; guaranteed privacy, including anonymization, pseudonymization and encryption as necessary; legal requirements, especially in relation to data protection, and dynamic negotiation of security and trust policies while applications remain live. Most administrative requirements are common to medicine and eScience, although the flexibility of ‘virtual grids’, i.e. the ability to define sub-grids with restrictions on data storage and data access and also on computing power, is more obviously required in healthcare. Medical applications also require access to small data sub​sets, like image slices and model geometry. At the (batch) job level, medical applications need an understanding of job failure and means to retrieve the situation.

These kinds of requirement were addressed in a number of early projects. Among the examples we shall mention is MammoGrid [3] which constructed a grid database of standardized mammogram files and associated patient data to enable radiologists in Cambridge, UK, and Udine, Italy, to request second opinion and computer-aided detection services. The project also enabled a further study of an epidemiological nature on breast density as a risk factor. In France, the Centre Nationale de la Recherche Scientifique carried out studies in Monte-Carlo simulation for nuclear medical imaging, which proved to be a good means of demonstrating the robustness of grid computation and reconstruction of results from parallelised algorithms [4]. Another group deployed bioinformatics algorithms for protein secondary structure analysis and phylogenetics (GPS@ and PhyloJava, see [2] for details) on an early grid test bed, with observed improvement in performance by up to a factor of 10.

Early work from about the same time on the development of pharma​ceuticals for neglected diseases has now begun to make an impact. The economic dynamics in this area are telling: only about 1% of drugs developed in the last quarter century have been aimed at tropical diseases, and yet these are major killers in the third world, with mortality in excess of 14 million per annum. One of the relevant applications which are well suited to the grid is molecule ‘docking’ and this has been successfully applied, e.g., to proteins of the malaria parasite. This work continues with increasingly promising results.

Meanwhile, the results of several major studies of the interface between bioinformatics and medical informatics had been published with a remarkable promise of synergy between the two disciplines, leading to what had already begun to be referred to as ‘personalised medicine’. [5,6,7] From the point of view of Healthgrid, this made clear the need to unify the field and to put its various elements in perspective: how would they – improved evidence bases, imaging, genetic information, pharma​cology, epidemiology – fit together, what was their relative importance in the unfolding programme of work?

The White Paper: From Grid to Healthgrid

Thus, the next step for the Healthgrid community was to try to systematise the concepts, requirements, scope and possibilities of grid technology in the life sciences. The introduction to the ‘White Paper’ [8] tells its own story:

Over the last four years, a community of researchers working on grid and high performance computing technologies started discussing the barriers and opportunities that grid technologies must face and exploit for the development of health-related applications. This interest lead to the first Healthgrid conference, held in Lyon, France, on January     16th-17th, 2003, with the focus of creating increased awareness about the possibilities and advantages linked to the deployment of grid technologies in health, ultimately targeting the creation of a European/international grid infrastructure for health.

The topics of this conference converged with the position of the eHealth division of the European Commission, whose mandate from the Lisbon Meeting was “To develop an intelligent environment that enables ubiquitous management of citizens’ health status, and to assist health professionals in coping with some major challenges, risk management and the integration into clinical practice of advances in health knowledge”. In this context ‘Health’ involves not only clinical procedures but covers the whole range of information from molecular level (genetic and proteomic information) over cells and tissues, to the individual and finally the population level (social healthcare). Grid technology offers the opportunity to create a common working backbone for all different members of this large ‘health family’ and will hopefully lead to increased awareness and interoperability among disciplines.

The first Healthgrid conference led to the creation of the Healthgrid association, a non-profit research association legally incorporated in France but formed from the broad community of European researchers and institutions sharing expertise in healthgrids. 

After the second Healthgrid conference, held in Clermont-Ferrand on January        29th-30th, 2004, the need for a ‘white paper’ on the current status and prospective of healthgrids was raised. Over fifty experts from different areas of grid technologies, eHealth applications and the medical world were invited to contribute to the preparation of this document.

The White Paper defines the concept of a healthgrid more precisely than before:

Healthgrids are grid infrastructures comprising applications, services or middleware components that deal with the specific problems arising in the processing of biomedical data. Resources in healthgrids are databases, computing power, medical expertise and even medical devices. Healthgrids are thus closely related to eHealth. 

The ultimate goal for eHealth in Europe would be the creation of a single healthgrid, i.e. a grid comprising all eHealth resources, incorporating a ‘principle of subsidiarity’ of independent nodes of the healthgrid as a means of implementing all the legal, ethical, regulatory and negotiation requirements. We may anticipate, however, the development path to proceed through specific healthgrids with perhaps rudimentary inter-grid interaction/interoperational capabilities. Thus, we may identify a need to map future research and advice on research policy, so as to bring diverse initiatives to the point of convergence.

Healthgrid applications address both individualised healthcare – diagnosis and treatment - and epidemiology with a view to public health. Individualized healthcare is improved by the efficient and secure combination of immediate availability of personal clinical information and widespread availability of advanced services for diagnosis and therapy. Epidemiology healthgrids combine the information from a wide population to extract knowledge that can lead to the discovery of new correlations between symptoms, diseases, genetic features and other clinical data. With this broad range of application in mind, the issues below are identified as key features of healthgrids.

· Business case, trust and continuity issues: Healthgrids for the most part are data- and collaboration grids, but health institutions are reluctant to let information flow outside institutional boundaries. Large-scale deployment of healthgrids, which would make an attractive business opportunity, requires ‘security’, using the word inclusively, to be scaled up to a very high level of confidence. Although data storage remains the responsibility of a hospital, say, many business opportunities can arise from data sharing and processing applications; this degree of federation of databases introduces additional complexity. On the positive side, the robustness and fault tolerance of grids fits very well to the needs of medical applications that are required ‘24/7’.

· Biomedical issues: Management of distributed databases and data mining capabilities are important tools for many biomedical applications in fields such epidemiology, drug design or even diagnosis. Expert system services running on the grid must be able to interrogate large distributed databases to extract such knowledge as may lead to the early detection of new sources of diseases, risk populations, evolution of diseases or suitable proteins to fight against specific diseases. Research communities in biocomputing or biomodelling and simulation have a strong need for resources that can be provided through the grid. Compliance with medical information standards is necessary for accessing large databases. There are many consolidated and emerging standards that must be taken into account, including those for complex and multimedia information.

· Security issues: These flow naturally from the nature of medical data and from business requirements. Security in grid infrastructures is currently adequate for research platforms, but not for real healthcare applications. Biomedical information must be carefully managed to maintain its integrity and to avoid privacy leakages. Secure transmission must be complemented with secure storage, with strictly controlled authenticated and authorized access. Automatic pseudo/anonymization is necessary for a ‘production’ healthgrid.

· Management issues: The central concept of a ‘virtual organisation’ (VO) at the heart of eScience, which gave rise to grids, is very apt for healthgrid, but additional flexibility is needed to structure and to control VOs in the large, including, for example, the meta-level of a VO of VOs. The management of resources has to be more precise and dynamic, depending on many criteria such as urgency, medical protocols, users’ authorisation or other administrative policies.

Current examples of healthgrids span a wide range. At one end, we find the classic ‘high-throughput’ approach of numerical simulation of organs obtained from a patients’ data and used to aid understanding or to improve the design of medical devices; this leads to patient-customized approaches at least at research-level in areas such as radiotherapy, craniofacial surgery and neuro​surgery [9]. Other healthgrids deal with large-scale information processing, such as medical imaging. Breast cancer imaging has been the focus of several successful grid projects and eHealth projects suitable for migration to a healthgrid. These efforts have concentrated on federating and sharing the data and the implementation of semi-automatic processing tools that could improve the sensitivity and specificity of breast cancer screening programs. Much effort has been invested to reduce the information needed to be exchanged and to protect privacy of the information.  The concept of a patient-centric grid for health has also been explored [10]. The main aim of this approach is to make the information available to the whole health community (patient, relatives, physicians, nursery), considering access rights and language limitations.

Bioinformatics is the area where grid technologies are more straightforwardly introduced. The main challenge faced by bioinformatics is the development and maintenance of an infrastructure for the storage, access, transfer and simulation of biomedical information and processes. Current efforts on biocomputation are coherent with the aims of grid technologies. Work on the integration of clinical and genetic distributed information, and the development of standard vocabularies, will ease the sharing of data and resources.

The White Paper’s nine chapters unpack these issues and examples – indeed, many more examples – from an expert’s point of view.  After an introductory analysis of prospects and requirements, the question of ‘the business case’ for healthgrid is considered in depth.  The reasons why healthgrids cannot be taken up instantly are many and complex and both these chapters touch on them and suggest strategies to address them. There follow chapters on medical imaging, computational models of the human body, pharmaceutical research and development, epidemiology and genomic medicine which analyse in some detail the ways in which their particular disciplines may benefit not only from translation of existing applications to a grid environment, but also from considering how much more the grid makes possible for each. For example, the case study we opened this paper with can be extended from weather-related emergencies to disease epidemics in humans and animals, and even to bioterrorism. Finally, two chapters consider the socio-legal and ethical issues that arise in healthgrid applications and which must be expressed in terms of security, trust, policy - bridging and negotiation functionality in healthgrid. These issues span the range from informed consent, data protection, confidentiality and privacy, observance of law and regulations concerning the storage and transmission of medical data (to and between physicians or medical institutions in the same country, within the EU or outside Europe, and so on), through to intellectual property issues, not only in terms of software rights – this issue occurs in all grids – but also of results derived from studies based on data available through the grid.

The SHARE Project: From White Paper to Road Map

In the White Paper, the Healthgrid community expressed its commitment to engage with and support modern trends in medical practice, especially ‘evidence-based medicine’ as an integrative principle, to be applied across the dimensions of individual through to public health, diagnosis through treatment to prevention, from molecules through cells, tissues and organs to individuals and populations. In order to do this, it had to address the question how to collect, organise, and distribute the ‘evidence’; this might be ‘gold standard’ evidence, i.e. peer reviewed knowledge from published research, or it might be more tentative, yet to be confirmed knowledge from practice, and, in addition, would entail knowledge of the individual patient as a whole person.  The community also had to address the issues of law, regulation and ethics, and issues about crossing legal and cultural boundaries, finding ways to express these in terms that translate to technology – security, trust, encryption, pseudonymisation. Then it had to consider how the services of the healthgrid middleware would satisfy these requirements; and, if it was to succeed in the real world, how to make the business case for healthgrid to hard-pressed health services across Europe while they are struggling with their own modernisation programmes.

The vision of health that informs the thinking of the White Paper and the work of Healthgrid since its publication has been defined in the ‘Action Plan for a European e-Health Area’ [11] as follows:

“… the application of information and communications technologies across the whole range of functions that affect the health sector. e-Health tools or 'solutions' include products, systems and services that go beyond simply Internet-based applications. They include tools for both health authorities and professionals as well as personalised health systems for patients and citizens. Examples include health information networks, electronic health records, telemedicine services, personal wearable and portable communicable systems, health portals, and many other information and communication technology-based tools assisting prevention, diagnosis, treatment, health monitoring, and lifestyle management.”

The ‘vertical integration’ implicit in this visionary statement can be translated into more concrete terms by mapping it to its human subjects, their pathologies and the implicit disciplines. The relationships between the different ontological and epistemological levels and the various modalities of data have been captured by Fernando Martin-Sánchez (cf [2]) in the following schematic diagram:

Disciplines, levels of being and pathology diagnostics (F. Martin-Sánchez)
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In the light of the White Paper and its influence, the EC has funded a ‘specific support action’ project, SHARE, to explore exactly what it would mean to realise the vision of the White Paper, investigate the issues that arise and define a roadmap for research and technology which would lead to wide deployment and adoption of healthgrids in the next ten years. To be more precise, based on the assumption that healthgrid will be the infrastructure of choice for biomedical and eHealth applications within the next ten years, the two objectives of the project are:

· a roadmap for research and technology to allow a wide deployment and adoption of healthgrids both in the shorter term (3-5 years) and in the longer term (up to 10 years); and

· a complementary and integrated roadmap for e-Health research and technology development (RTD) policy relating to grid deployment, as a basis for improving coordination amongst funding bodies, health policy makers and leaders of grid initiatives, avoiding legislative barriers and other fore​seeable obstacles.

Thus the project must address the questions, What research and development needs to be done now? and What are the right initiatives in eHealth RTD policy relating to grid deployment? with all that implies in terms of coordination of strategy, programme funding and support for innovation.

If SHARE were to do this in an ideal world, it might go about the project somewhat like this: first, create a coherent vision from the diverse needs of the healthcare community; then define the technologies and services needed to meet these requirements; then define a staged technology development programme to put infrastructure and appropriate services in place; and, finally, define a deployment approach. This ideal scenario would meet many obstacles, not least the ordinary refractoriness of human activity. However, it should work with a carefully selected, restricted community and provided that it does not seek to address every possible area of medicine. The project therefore proposes to select certain generic use cases and scenarios which hang together well – two to be precise – and through careful analysis of requirements to define services to satisfy their needs. Once this stage has achieved understanding with a degree of maturity (there is no pretence that this is the last word on the subject) the project may address the question, what infrastructure supports these necessary services? — from which it may go on to ask, what are the right directions for technology development? In ‘closing the loop’, the project may then return to the domains of the generic use cases and verify the proposed strategies. In understanding the nature of this project, it may be helpful to reflect briefly on what a ‘road map’ is: let us define it figuratively as a guide to help us go from where we are now to where we want to be, provided we understand that some roads already exist, some are planned (and we know they are), while others are planned (but we do not even know they are), and some new ones will have to be designed and built from scratch.

The work packages of the SHARE project have been depicted in the figure below.  Time is roughly depicted left to right.  The first two substantive work packages, 3 and 4, will begin by establishing:

· An eHealth grid framework in terms of projected functionality, developed to serve in structuring and integrating further work in the project.  This will identify problem areas, obstacles and opportunities for rapid development, as well as areas of synergy with other research domains.  Key ethical, legal, social and policy issues will also be included.

· A baseline analysis which encompasses a survey of infrastructure and technology and a relevant evaluation of the state of the art, with a particular focus on standards and security issues.  This will also identify relevant and investigate the social, organisational and ethical challenges, as well as the economic benefits, associated with the implementation and exploitation of grid computing technology in the health sector.
Having identified key challenges from the baseline analysis and the framework, RTD activities to address these issues will be structured into:

· Technology roadmap I reflecting key short-term (2-5 years) and medium-term (4-10 years) RTD needs to achieve deployment of e-health systems in a grid environment and identified models of use and anticipated benefits.

· The roadmap will recommend a number of case studies for deeper analysis.

At this point, and in the context of the first road map, work package 5 will introduce two application test cases to model the use of grid technology in two domains: epidemiology and drug research towards innovative medicine, two of the opportunities identified in the Healthgrid White Paper. Having reflected on the issues arising from these situated case studies, the three work packages 3, 4 and 5 will establish:

· Technology roadmap II, a revision of the earlier road map which deals with any technological bottlenecks identified in the applications since the first road map, requiring further RTD activities. The revised roadmap will implement a process to present, discuss, and validate the identified RTD needs and the resulting roadmap with the relevant RTD community (including key FP6 IST and other projects related to healthgrid). Project technology partners will present and promote the revised roadmap in the different consortia where they are involved to trigger the RTD activities identified.  
Having received, structured and metabolised the feedback from the community concerning the second roadmap, the last substantive work package, wp6, will integrate these roadmap strands into a coherent whole and validate this as the main output of the SHARE project:

· The Healthgrid Roadmap which will be fully grounded in the current state of the art and will conclude with a vision of a viable, practical healthgrid whose application at least in certain domains is already clearly defined.

This final version of the roadmap will propose milestones in terms of RTD on networks, infrastructure, grid operating system and services offered to end users. The roadmap will take into account issues related to standards and define actions to enable security requirements for handling medical data to be met.

The roadmap will present and be oriented to a vision of healthgrid implementation in multiple application areas in health care across Europe. The programme will include the irreducible core set of services to deliver transparent access to geographically distributed sources of medical data, through interoperability of systems and mobility of data to match the mobility of citizens, transparent availability of computer-based tools that can extract knowledge from data, aiming to achieve effective and efficient exploitation of resources and harmonization or bridging of legal frameworks (for storage, access, communication and processing of health related data).

In complementary fashion, the set of required actions defined in the roadmap will extend beyond RTD in the narrow sense to include flanking action to ensure that emerging RTD results are really taken up in European healthcare, along a draft plan for healthgrid uptake.


In summary, therefore, the project will define a comprehensive and detailed European research and development roadmap, covering both technology and policy aspects, to guide and promote beneficial EU-wide uptake of healthgrid technologies, and their applications into health research and into health care service provision.
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