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TOWARD FORMALIZATION
OF SOFTWARE SECURITY ISSUES
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CVE, CWE, and CAPEC databases and their relationships are shortly introduced.
Focus in this paper is on formalization and more specifically on weakness forma-
lization. Software weaknesses are described as formatted text. There is no widely
accepted formal notation for weakness specification. This paper shows how Z-nota-
tion can be used for formal specification of CWE-119.

Kpatko npencrasiensl 6a3bl nanHeix CVE, CWE u CAPEC u ux oTHoLIeHHS.
OcHOBHOe BHHMaHHe yaessieTcs (hopMasn3alvi, TodHee, (JOPMaM3anMU CJIa00CTel.
Cnaboctu codrBepa omuchiBalOTCA B BHAe (hopmaTHpoBaHHOro Tekcrta. He nmeercs
YTBEPKAEHHOH HOTalLMM AJs onucaHus cneuuduxauumu cnabocreil. ITokasaHo, Kak
MOXKHO NPHMEHEeHHTb Z-HoTauuwo Ans crnenudukanun CWE-119.
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